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1. Introduction 

This document contains the high-level strategy designed to improve the level of cyber security 
awareness across Dartford Borough Council, including all of its Members and officers. This is not a 
technical document but addresses organisational and behavioural elements of cyber security 
defences.  

2. The risk background  

Dartford Borough Council, in common with other district, parish, town, county and other councils in 
England, provides a wide range of key services to residents. In the case of Dartford, a council with 
around 112,000 residents, those services range from housing to waste collection, environmental 
health and planning. Whilst none of the services can be described as true emergency or ‘blue light’ 
services there are nevertheless some which are critical. Distribution of benefits, and provision of 
emergency housing can be, or can become, critical in nature and in many cases are provided to 
vulnerable residents in times of acute need.   

In terms of specific risks they are listed below in order of impact: -  

 disruption to the Council’s primary services  
 disruption to, or lessening of confidence in, the democratic system & process  
 data theft, particularly given the high volumes of personal & financial data that the Council 

holds  

In the wider landscape there is a growing history of local councils in England who have suffered 
significant cyber attacks; recent examples include Copeland, Hackney, Redcar and Gloucester.  

It should be noted that councils who have suffered cyber attacks have commonly required well in 
excess of £1m to achieve full recovery. In addition to the financial costs too there can be significant 
reputational damage, particularly when front-line services are taken down. In most instances the 
recovery timeline is very extended; in one case services were not fully recovered for ten months, 
causing major inconvenience to residents accompanied by much negative publicity.  

At this point in time there have been no cyber incidents that have impacted Dartford, but from a 
strategic viewpoint the planning is very much around the “when” as opposed to the “if”. 

3. Dartford’s cyber security maturity 

From a technical perspective, detailed cyber health checks and penetration tests are carried out 
annually as part of the Council’s PSN (Public Sector Network) certification. (Public Services Network 
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(PSN) Compliance, 2016). These rigorous checks have scored very highly, demonstrating that there is 
a strong level of maturity within the Council’s technical cyber defences. It is noted that the PSN 
certification is to be replaced by the Cyber Awareness Framework (CAF) in 2023 or 2024. Dartford 
Borough Council will continue to invest the necessary resources and time in order to retain successful 
certification of PSN (and CAF once that comes into existence).  

From a people and behaviours perspective, there is a desire to improve our current cyber security 
maturity level and a number of strategies to drive that improvement are detailed in later sections of 
this strategy.  

4. People, processes & policies, technology 

People – this strategy acknowledges the desire to improve the level of engagement in cyber 

awareness across the Council. The following measures will be taken to address this issue: -  

- we will build on the basic cyber awareness training that has already been provided, and 

consider gamifying the learning experience to make it more attractive to staff.  

- staff will be educated to understand how and where they fit within the wider organisation’s 

cyber awareness ecosystem.  

- the Leadership and management teams will be put through rigorous business continuity 

exercises based around a cyber attack which takes down all of the services.  

- the IT function will carry out further incident management exercises in order to ‘dry run’ their 

response and actions following a cyber attack.  

- the elected members of the council (Councillors) will have the cyber awareness training rolled 

out to them, and will also be added to the scope of the phishing exercises.  

Processes and policies – there are a number of improvements to be made to policies covering the 

areas of cyber security, business continuity, disaster recovery and incident management. With that 

overall objective in mind: - 

- an updated overall IT strategy will be created 

- an organisation-wide process will be created to be followed when a cyber attack occurs 

- an incident management ‘run book’ will be created which the IT team will follow when 

responding to an attack  

- all parts of the organisation will be educated to understand their roles following an attack, in 

areas as diverse as communications, handling the media, ringfencing technical resources, 

ensuring staff connectivity and welfare etc.  

- a quarterly Cyber Security Posture Review will be introduced in order to assess the status of 

the people, process and technology elements, and to track progress against project 

improvements and success criteria.  



Cyber Security Strategy - February 2023 

Technology – at present the Council’s IT provision is relatively well set up for reactive measures that 

would come into play in the event of a cyber attack. Basic essentials such as MFA (multi-factor 

authorisation) tools, anti-virus software, robust backup and disaster recovery technologies are all in 

place.  

- emphasis will therefore be placed on the implementation of tools that may assist early 

detection of a possible attack, and allow mitigating steps to be taken  

- technologies such as a SIEM (Security information and event management) platform will be 

assessed 

- tools which can monitor the dark web and dumpsites, looking for evidence that data may have 

been exfiltrated, that usernames and passwords may have fallen into the wrong hands, or that 

domain names may have been mimicked or otherwise compromised will be assessed and 

subsequently implemented  

5. Staffing and skillsets  

This strategy acknowledges the need for more resources to be applied to cybersecurity, therefore: -   

- one additional staff member will be employed, to be deployed as a Cyber Security Analyst. 

They will be required to have significant experience in cyber security as well as, potentially, a 

formal qualification such as CISM (Certified Information Security Manager). The Cyber Security 

Analyst will work right across the organisation with their primary focus being on cyber 

awareness and governance.  

6. Success criteria  

The success of this strategy will be measurable in the following ways:  

- a target of a 50% reduction of the rates at which Council staff click links in phishing emails 

will be set and performance against that target will be measured over a six month period 

- the phishing exercises will be extended to include all elected members within three months 
of this strategy being approved and implemented 
 

- cyber awareness training will be rolled out to all elected members as part of their post-

election onboarding and at other intervals 

- business continuity, disaster recovery and cyber incident management exercises will all 

occur at regular intervals  

- at least one additional staff member – with appropriate experience, skills and qualifications 

as detailed previously - will be deployed to the IT team within six months of this strategy 

being implemented  
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- the proposed quarterly Cyber Security Posture Reviews will take place and any actions 

arising from them will be tracked to completion 


